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Reputational Damage: SEC enforcement actions can lead to significant 
reputational harm for financial institutions, affecting client trust and 
market perception. Since the beginning of 2023, banks have started 
fining employees up to $1 million for breaches involving WhatsApp.

New Director of SEC

Gurbir Grewal takes on the role of SEC’s enforcement director with a focus on enhancing 
public trust and imposing impactful penalties on the industry.

December 2021
SEC goes after JPMorgan

SEC takes action against JPMorgan Chase for failure to provide documents, leading to a 
$125 million settlement, signalling a heightened focus on record-keeping lapses.

The SEC has the authority to impose fines on individuals and entities for 
various violations, including insider trading, fraud, and failure to comply 
with disclosure requirements.

Fines can range from monetary penalties to disgorgement of ill-gotten 
gains, depending on the severity and nature of the violation.

Regulatory fines are intended to deter misconduct, promote 
transparency, and maintain the integrity of the financial markets.

Common SEC fines are imposed for violations such as insider trading, 
fraudulent activities, failure to disclose information accurately, 
compliance failures, and inappropriate use of insecure messaging apps 
for business communication, as exemplified by a leader at Wells Fargo 
who sent over 1,000 off-channel messages via WhatsApp.

Timeline of SEC’s investigation into communication practices

Salt Finance

The Securities and Exchange Commission (SEC) plays a crucial role in regulating and overseeing the securities industry to 
protect investors, maintain fair and efficient markets, and facilitate capital formation. 
As part of its regulatory functions, the SEC imposes fines on entities that violate securities laws and regulations.
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September 2022 SEC Fines leading firms

SEC fines 16 leading financial firms, including Barclays, Goldman Sachs, and 
Morgan Stanley, a combined $1.1 billion, emphasising the severity of the issue.

October 2022
SEC Expands Probe

SEC expands its probe, bringing investment funds/advisers into the spotlight.

February 2023
Hedge Fund Review

Major hedge funds, including Point72 and Citadel, are requested to review 
employee handsets.

August 2023 Major Brokers pay penalties

Nine Wall Street broker-dealers, including Wells Fargo and BNP Paribas, agree to 
pay $549 million in penalties to the SEC and CFTC. In the same month, in the UK, 
financial regulators were caught off guard when energy regulator Ofgem hit 
Morgan Stanley with the first-ever fine in the UK—£5.41 million, or $6.89 million—for 
neglecting to maintain records of trading communications.

September 2023
Further Fines Dealt

Another round of fines up to a total of $79 million, as broker-dealers and 
investment advisers, including Interactive Brokers and William Blair & Co, receive 
multimillion-dollar levies for record-keeping violations and unauthorised use of 
WhatsApp.

2023 Total

2023 Total

All Time High CFTC Penalties

According to a tracker, penalties from the SEC and CFTC totalled $9.2bn in 2023, 
including 32 fines for insider trading alone. It also points out that the $4.3bn in 
penalties handed out by the CFTC was an all-time high. The figures include the 
joint fine against Wall Street banks over the use of WhatsApp employee 
communications and improper record-keeping practices.2024

In 2024, the SEC has fined multiple firms for using unauthorised 
communication platforms like WhatsApp, violating record keeping 
rules.

February 2024
Fines handed out for security violations

The SEC fined 16 firms a total of over $81 million for failing to maintain proper 
electronic record keeping, a violation of federal securities laws. Notable firms 
included Northwestern Mutual, which paid $16.5 million, and Oppenheimer, fined 
$12 million. These violations often involved off-channel communications through 
platforms like WhatsApp, hindering the SEC's ability to access crucial records 
during investigations. platforms like WhatsApp, violating record keeping rules.

April 2024
Investment advisers targeted

The SEC continued its crackdown by targeting stand-alone registered investment 
advisers in April, focusing on off-channel communication violations.

August 2024

2024
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Wall Street’s WhatsApp, Record keeping Fines Jump

Hedge Fund Review

In August, the SEC issued fines amounting to $393 million across 26 firms, 
including LPL Financial and Raymond James. This round focused on widespread 
failures in maintaining required records of communications on unauthorised 
platforms like WhatsApp.

September 2025

August 2024

Additional Firms fined

An additional 12 firms were fined over $88 million for similar offences. Stifel Financial and
Invesco were among the most heavily penalised, each paying $35 million. The fines 
reflected the SEC's ongoing crackdown on improper communication practices across the 
financial sector.

Further Fines Target WhatsApp Misuse

As of April 2025, the most recent fines imposed by the U.S. Securities and Exchange 
Commission (SEC) related to organisations using WhatsApp occurred in January 2025. In 
this enforcement action, the SEC charged twelve financial firms for failing to maintain and 
preserve electronic communications, including those conducted via WhatsApp and similar 
messaging platforms. These firms admitted to the violations and agreed to pay a 
combined total of over $63 million in civil penalties million settlement, signalling a 
heightened focus on record-keeping lapses.

These fines demonstrate the SEC’s ongoing focus throughout the year on ensuring compliance with
communication record-keeping rules across the financial sector. These combined enforcement actions underscore 
the SEC's commitment to ensuring compliance with regulations designed to protect investors and maintain market 
transparency.

2025 & Onwards 
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Why Secure Communications is Essential for Financial institutions

Regulatory scrutiny is intensifying. 

The financial landscape is evolving. The SEC continues to 
expand its enforcement efforts, applying laws 
industry-wide and encouraging proactive compliance. 
Financial institutions must prioritise secure 
communications to protect themselves, their clients, and 
market integrity—mitigating the risk of fines while 
supporting a resilient, trustworthy financial ecosystem.

For assistance on remaining compliant, a 30-day free 
trial, or to purchase Salt, contact us at
info@saltcommunications.com
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The Role of Secure 
Communication
The Securities and Exchange 
Commission (SEC) plays a 
crucial role in regulating and 
overseeing the securities 
industry to protect investors, 
maintain fair and efficient 
markets, and facilitate 
capital formation. 

As part of its regulatory 
functions, the SEC imposes 
fines on entities that violate 
securities laws and 
regulations.

Compliance:
Implementing secure communication protocols helps financial institutions 
comply with regulatory requirements for data protection and information 
sharing.

Confidentiality:
Secure communication channels help protect sensitive information, reducing 
the risk of insider trading and unauthorised disclosures.

Integrity:
Ensuring the accuracy and reliability of information through secure channels 
is vital in avoiding fraudulent activities.

Protection against cyber threats:

Maintaining client trust:

The financial industry is a prime target for cyberattacks. Secure communications safeguard 
against data breaches and unauthorised access, mitigating the risk of
fraudulent activities and compliance violations.

Regulatory compliance:

Adhering to secure communication practices is essential for meeting
regulatory requirements, avoiding fines, and ensuring the 
long-term viability of financial institutions.

Clients entrust financial institutions with their sensitive information. 
A secure communications system demonstrates a commitment to 

protecting client data, fostering trust between the organisation and its clients.

https://saltcommunications.com/news/more-sec-fines-fo
r-improper-use-of-signal-whatsapp-and-imessage-can-
financial-institutions-offer-secure-and-compliant-commu
nications-in-the-place-of-consumer-apps/

https://www.kirkland.com/publications/article/2023/01/sec
-enforcement-record-stems-from-more-penalties-not-m
ore-cases

https://www.reedsmith.com/en/perspectives/2023/09/sec
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