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Salt Communications is a leading secure communications solution,
designed to help financial institutions safeguard their sensitive
communications and ensure compliance with stringent regulatory
requirements. By offering a fully encrypted, communication platform,
Salt Communications helps financial organisations avoid costly
regulatory fines, protect client data, and maintain operational resilience.

Salt Communications stands out in the market for its comprehensive secure communications platform, which is specifically built for highly
regulated industries, including financial services. The platform is designed to meet the compliance needs of financial institutions, providing
secure, auditable, and encrypted communication channels for voice, messaging, and file-sharing across mobile and desktop devices.

Features

Secure Incident Broadcasting: Trusted External Intelligence:

Enable real-time incident alerts, complying Broadcasts can be issued by trusted external

with DORA's requirement for robust incident intelligence teams on behalf of the

reporting mechanisms. community.

Compliant Communication Management: Seamless Integration:

Secure messages, calls, document transfer, Easily integrated with internal and external intelligence

and broadcasts align with SEC regulations, systems, ensuring compliance with SEC and DORA for

protecting client data and minimising risks of secure communication, disclosure, and operational

breaches and fines. resilience.

Flexible Infrastructure Deployment: Ease of use and usability:

Salt can be deployed within a matter of hours The Salt app is intuitive and easy to use. This reduces

regardless of the infrastructure requirement. risk as users are not tempted to resort to non-secure
consumer apps when they value convenience and
speed.

Benefits for Financial Institutions

Salt Communications stands out in the market for its comprehensive secure communications platform, which is specifically built for highly
regulated industries, including financial services. The platform is designed to meet the compliance needs of financial institutions, providing
secure, auditable, and encrypted communication channels for voice, messaging, and file-sharing across mobile and desktop devices.

Mitigate Regulatory Risks:

Prevent fines and reputational damage by ensuring all communication
channels are compliant with regulatory mandates.
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Improve Operational Efficiency:

Streamline secure communications across teams, ensuring that
compliance and security don't hinder day-to-day operations.

Secure Client Data:

Protect sensitive client information from cyber threats, data breaches, or
leaks, while ensuring confidentiality in every interaction.

Strengthen Audit Capabilities:

Provide fully auditable and accessible communication logs, helping
compliance teams easily manage audits and respond to regulatory requests.

Key Challenges Faced by Financial Institutions in Dealing with SEC Fines and
DORA Regulations

=

Complex Regulatory Requirements:

Financial institutions must navigate overlapping regulations like DORA in the EU and SEC rules in the US, which require
constant updates to policies, processes, and technology to remain compliant.

SEC Fines for Non-Compliance:

The SEC imposes heavy fines for failures in communication archiving, data breaches, and poor record-keeping. Non-compliance
has resulted in billion-dollar fines, making secure communication and data management crucial to avoid penalties.

Operational Resilience Under DORA:

DORA mandates that financial institutions build robust operational resilience frameworks to manage disruptions and ensure
business continuity. This involves significant investment in technology, incident reporting, and disaster recovery processes.

Cybersecurity and Data Protection:

Both DORA and SEC regulations demand high levels of cybersecurity to protect against data breaches. Financial institutions must
ensure encrypted communications, secure data storage, and full audit trails to comply with these stringent requirements.

By addressing these challenges, Salt Communications provides financial institutions with a robust and comprehensive solution
that ensures regulatory compliance, data security, and operational efficiency.

A secure communications system is more than
aregulatory need;

it's a strategic advantage. It protects trust and integrity, crucial for any financial
institution's reputation, while enhancing resilience to adapt to a changing financial
landscape. Ultimately, it ensures security, compliance, and risk mitigation, helping
institutions maintain their standing in a dynamic environment.
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Full Secure

Communication Suite

Desktop App

Communicate securely from your desktop with an intuitive

interface designed for high-security environments.

Administrator Portal

Maintain full visibility and control with powerful
admin tools for managing users, monitoring

activity, and configuring policies.

Salt

Secure Communications

Salt Finance

Stay connected and protected wherever you are with fully

encrypted messaging and calling on iOS and Android devices.

Compliance Reporting

Meet regulatory requirements effortlessly with
detailed, tamper-proof records of all

communications.
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Why not just use 0 ¢ ot

As secure communications experts we regularly get asked ‘why not just use
WhatsApp?’

Salt Finance

The Vulnerabilities of WhatsApp

While WhatsApp is a popular and convenient messaging app for personal
use, we strongly advise against its use for business communications within
financial institutions. Several factors contribute to this:

Regulatory Non-Compliance:

The strict regulatory landscape governing financial communications, including
regulations such as SEC rules and DORA, mandates thorough record-keeping, data
protection, and operational resilience. WhatsApp falls short of these requirements due to
its lack of robust audit trails and secure archiving capabilities, making it challenging for
financial institutions to demonstrate compliance and exposing them to significant fines.

Security Vulnerabilities:

WhatsApp, like many consumer-grade messaging apps, is not designed with the stringent
security requirements of the financial sector in mind. Its inherent openness and reliance
on shared networks make it susceptible to interception, data leaks, and sophisticated
cyberattacks, particularly from nation-state actors utilising tools like Pegasus spyware

Insufficient Crisis Management Capabilities:

In the event of a cyberattack or other crisis, WhatsApp offers limited functionality for
coordinating responses and ensuring business continuity. Financial institutions need a
secure platform that enables swift communication, information sharing, and
decision-making during critical incidents.

Reputational Damage:

Using WhatsApp for business communication can severely damage a financial
institution's reputation. Data breaches and security lapses erode client trust, which is
paramount in the financial sector. Using insecure platforms like WhatsApp demonstrates
a lack of commitment to protecting client data and complying with regulatory
requirements.

Lack of Control and Oversight:

WhatsApp's open nature limits the ability of financial institutions to control access to
sensitive information and how it is shared. This lack of oversight heightens the risk of
unauthorised disclosures, insider trading, and compliance violations.
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Relying on WhatsApp for business communications within the financial sector
is akin to building a house on a foundation of sand...

While it may appear convenient and cost-effective in the short term, the long-term risks far outweigh any perceived
benefits. The platform's lack of robust security features, inadequate compliance mechanisms, and insufficient control
leave financial institutions exposed to data breaches, regulatory penalties, and reputational harm. Financial
institutions require a purpose-built solution like Salt Communications, which is specifically designed to deliver the
security, compliance, and control necessary to navigate the complexities of the modern financial landscape.

Enhancing Security and Compliance

Salt Communications offers a secure platform tailored to meet the stringent requirements of
financial regulators while addressing the sector's unique security challenges. With

advanced encryption, granular access controls, and comprehensive audit trails, Salt
keeps sensitive communications confidential and traceable. It enables institutions
to move beyond reactive consumer-grade apps to a system designed for their
operational and regulatory needs.

Strengthening Operational Stability

By adopting Salt, financial institutions can pro-actively mitigate risks,
bolster their security posture, and reinforce trust with clients and
stakeholders. Salt's features enable organisations to manage crises effectively,
ensuring business continuity even in the face of cyber threats or operational
disruptions. The platform not only supports robust data protection but also simplifies
regulatory reporting and compliance audits, alleviating administrative burdens and
ensuring readiness for scrutiny from bodies such as the SEC, FCA or the PRA

Future-Proofing Business Operations

Salt Communications also positions financial institutions to adapt to evolving threats and
regulatory landscapes. Its scalable architecture and commitment to continuous
innovation ensure that organisations are equipped with tools that evolve alongside
emerging challenges. This forward-looking approach enhances operational
resilience and prepares institutions to navigate an increasingly volatile
digital and regulatory environment.

Financial institutions require a For more information on protecting
purpose-built solution like Salt your network or to speak with a
Communications... member of our team

The platform's lack of robust security features, Contact info@saltcommunications.com
inadequate compliance mechanisms, and or visit

insufficient control leave financial institutions https://saItcommunications.com/secure—finonciql
exposed to data breaches, regulatory penalties, and -communications/
reputational harm. Financial institutions'require a

purpose-built solution like Salt Communications,

which is specifically designed to deliver the security,

compliance, and control necessary to navigate the

complexities of the modern financial landscape.
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The Need for Secure Communications @Sqlt
in the Financial Sector

The financial sector is facing increasing pressure to implement secure
communication systems due to the evolving threat landscape and stricter
regulatory requirements. The sources provided highlight the numerous
vulnerabilities associated with traditional and consumer-grade
communication platforms, particularly in the context of financial
institutions.

Salt Finance

The strict regulatory landscape governing financial communications, including regulations such as SEC rules and DORA, mandates
thorough record-keeping, data protection, and operational resilience. WhatsApp falls short of these requirements due to its lack of robust
audit trails and secure archiving capabilities, making it challenging for financial institutions to demonstrate compliance and exposing
them to significant fines.

Financial organisations face numerous challenges when it comes to secure communications, primarily due to the sensitive nature of their
operations and the stringent regulatory landscape they operate within.

Evolving Cyber Threats

There is always an escalating sophistication and frequency of cyberattacks targeting
the financial sector. These threats range from common tactics like phishing and
malware to highly advanced persistent threats (APTs) designed to infiltrate

secure systems and exfiltrate valuable data.

Rise of Consumer-Grade Messaging Apps:

The widespread adoption of consumer-grade messaging apps like

WhatsApp within financial institutions presents a significant security risk.

These platforms are not designed for secure business communication and
expose sensitive information to interception, misuse, and data leaks. The SEC has
been actively fining institutions for using such apps,

underscoring the seriousness of this issue.

Vulnerability of Traditional Systems:

Traditional communication methods such as email and unsecured messaging platforms are
often inadequate for meeting the security and compliance demands of the financial

sector. They are susceptible to breaches, offer limited control over access and data
retention, and lack the robust audit trails required for regulatory compliance.
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Compliance Pressures:

Financial institutions are subject to a complex web of regulations, including those set by the
SEC and DORA, all of which impose strict requirements for data protection,

record-keeping, and secure communication practices. Failure to comply with these
regulations can result in severe penalties, reputational damage, and even the
loss of operating licences.

Maintaining Client Trust:

Data breaches and security lapses can severely damage a financial
institution's reputation and erode trust, which is essential for the long-term viability
of these organisations.

Features built for finance

O
®
2

Deploy infrastructure external to core data centres to reduce unauthorised
access risks and align with SEC and DORA guidelines for secure systems.

Implement secure incident broadcasting to ensure effective real-time
issue alerts, supporting DORA's requirement for robust incident reporting.

Enable trusted external intelligence teams to generate broadcast
messages for community-wide updates.

Provide secure messaging, calls, document transfers, and broadcasts for
protected employee-client interactions, meeting SEC standards for client
data protection.

Integrate with trusted internal and external intelligence systems; allow for
secure deployment on customer-owned infrastructure to meet SEC and
DORA requirements for communication record-keeping and ICT incident

tracking.

The imperative for secure Investing in secure
communications in the financial communication is a necessity
sector is clearer than ever... and a strategic move.

As cyber threats grow in sophistication and By addressing these risks, financial organisations can
regulatory requirements become more stringent, not only protect sensitive information but also ensure
financial institutions must prioritise robust regulatory adherence, safeguard their reputation, and
communication systems tailored to meet these maintain the trust of their clients. Investing in secure
challenges. The vulnerabilities of traditional and communication technologies is not just a compliance
consumer-grade platforms, compounded by the necessity but a strategic move to future-proof
substantial penalties for non-compliance, highlight operations in an increasingly volatile digital landscape.
the critical need for secure, compliant alternatives.
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Secure Communications

Understanding Regulatory compliance and
the importance of secure communications
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The Securities and Exchange Commission (SEC) plays a crucial role in regulating and overseeing the securities industry to
protect investors, maintain fair and efficient markets, and facilitate capital formation.
As part of its regulatory functions, the SEC imposes fines on entities that violate securities laws and regulations.

SEC Fines Overview

The SEC has the authority to impose fines on individuals and entities for
various violations, including insider trading, fraud, and failure to comply
with disclosure requirements.

Fines can range from monetary penalties to disgorgement of ill-gotten
gains, depending on the severity and nature of the violation.

Regulatory fines are intended to deter misconduct, promote
transparency, and maintain the integrity of the financial markets.

Common SEC fines are imposed for violations such as insider trading,
fraudulent activities, failure to disclose information accurately,
compliance failures, and inappropriate use of insecure messaging apps
for business communication, as exemplified by a leader at Wells Fargo
who sent over 1,000 off-channel messages via WhatsApp.

Reputational Damage: SEC enforcement actions can lead to significant
reputational harm for financial institutions, affecting client trust and
market perception. Since the beginning of 2023, banks have started
fining employees up to $1 million for breaches involving WhatsApp.

Timeline of SEC’s investigation into communication practices

New Director of SEC
July 2021

Gurbir Grewal takes on the role of SEC’s enforcement director with a focus on enhancing

public trust and imposing impactful penalties on the industry.

SEC goes after JPMorgan
9 9 December 2021

SEC takes action against JPMorgan Chase for failure to provide documents, leading to a
$125 million settlement, signalling a heightened focus on record-keeping lapses.
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September 2022

October 2022

February 2023

August 2023

September 2023

2023 Total

2024

February 2024

April 2024

SEC Fines leading firms

SEC fines 16 leading financial firms, including Barclays, Goldman Sachs, and
Morgan Stanley, a combined $1. billion, emphasising the severity of the issue.

SEC Expands Probe

SEC expands its probe, bringing investment funds/advisers into the spotlight.

Hedge Fund Review

Major hedge funds, including Point72 and Citadel, are requested to review
employee handsets.

Major Brokers pay penalties

Nine Wall Street broker-dealers, including Wells Fargo and BNP Paribas, agree to
pay $549 million in penalties to the SEC and CFTC. In the same month, in the UK,
financial regulators were caught off guard when energy regulator Ofgem hit
Morgan Stanley with the first-ever fine in the UK—£5.41 million, or $6.89 million—for
neglecting to maintain records of trading communications.

Further Fines Dealt

Another round of fines up to a total of $79 million, as broker-dealers and
investment advisers, including Interactive Brokers and William Blair & Co, receive
multimillion-dollar levies for record-keeping violations and unauthorised use of
WhatsApp.

All Time High CFTC Penalties

According to a tracker, penalties from the SEC and CFTC totalled $9.2bn in 2023,
including 32 fines for insider trading alone. It also points out that the $4.3bn in
penalties handed out by the CFTC was an all-time high. The figures include the
joint fine against Wall Street banks over the use of WhatsApp employee
communications and improper record-keeping practices.

In 2024, the SEC has fined multiple firms for using unauthorised
communication platforms like WhatsApp, violating record keeping
rules.

Fines handed out for security violations

The SEC fined 16 firms a total of over $81 million for failing to maintain proper
electronic record keeping, a violation of federal securities laws. Notable firms
included Northwestern Mutual, which paid $16.5 million, and Oppenheimer, fined
$12 million. These violations often involved off-channel communications through
platforms like WhatsApp, hindering the SEC's ability to access crucial records
during investigations. platforms like WhatsApp, violating record keeping rules.

Investment advisers targeted

The SEC continued its crackdown by targeting stand-alone registered investment
advisers in April, focusing on off-channel communication violations.
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Hedge Fund Review

In August, the SEC issued fines amounting to $393 million across 26 firms, August 2024
including LPL Financial and Raymond James. This round focused on widespread

failures in maintaining required records of communications on unauthorised

platforms like WhatsApp.

Additional Firms fined

September 2025
An additional 12 firms were fined over $88 million for similar offences. Stifel Financial and
Invesco were among the most heavily penalised, each paying $35 million. The fines
reflected the SEC's ongoing crackdown on improper communication practices across the
financial sector.
Further Fines Target WhatsApp Misuse
2025 & Onwards

As of April 2025, the most recent fines imposed by the U.S. Securities and Exchange
Commission (SEC) related to organisations using WhatsApp occurred in January 2025. In
this enforcement action, the SEC charged twelve financial firms for failing to maintain and
preserve electronic communications, including those conducted via WhatsApp and similar
messaging platforms. These firms admitted to the violations and agreed to pay a
combined total of over $63 million in civil penalties million settlement, signalling a
heightened focus on record-keeping lapses.

These fines demonstrate the SEC’s ongoing focus throughout the year on ensuring compliance with
communication record-keeping rules across the financial sector. These combined enforcement actions underscore
the SEC's commitment to ensuring compliance with regulations designed to protect investors and maintain market
transparency.

Wall Street’s WhatsApp, Record keeping Fines Jump
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The Role of Secure Confidentiality:

commun icqtion Secure communication channels help protect sensitive information, reducing
the risk of insider trading and unauthorised disclosures.

The Securities and Exchange
Commission (SEC) plays a
crucial role in regulating and
overseeing the securities

industry to protect investors, Integrity:
maintain fair and efficient
markets, and facilitate
capital formation.

Ensuring the accuracy and reliability of information through secure channels
is vital in avoiding fraudulent activities.

As part of its regulatory
functions, the SEC imposes Compliance:
fines on entities that violate
securities laws and
regulations.

Implementing secure communication protocols helps financial institutions
comply with regulatory requirements for data protection and information
sharing.

Why Secure Communications is Essential for Financial institutions

Protection against cyber threats:

The financial industry is a prime target for cyberattacks. Secure communications safeguard
against data breaches and unauthorised access, mitigating the risk of
fraudulent activities and compliance violations.

Maintaining client trust:

Clients entrust financial institutions with their sensitive information.
A secure communications system demonstrates a commitment to
protecting client data, fostering trust between the organisation and its clients.

Regulatory compliance:

Adhering to secure communication practices is essential for meeting
regulatory requirements, avoiding fines, and ensuring the
long-term viability of financial institutions.

Regulatory scrutiny is intensifying. References:

The financial landscape is evolving. The SEC continues to https://saltcommunications.com/news/more-sec-fines-fo

expand its enforcement efforts, applying laws r-improper-use-of-signal-whatsapp-and-imessage-can-

industry-wide and encouraging proactive compliance. financial-institutions-offer-secure-and-compliant-commu

Financial institutions must prioritise secure nications-in-the-place-of-consumer-apps/

communications to protect themselves, their clients, and

market integrity—mitigating the risk of fines while https://www.kirkland.com/publications/article/2023/01/sec

supporting a resilient, trustworthy financial ecosystem. -enforcement-record-stems-from-more-penalties-not-m
ore-cases

For assistance on remaining compliant, a 30-day free

trial, or to purchase Salt, contact us at https://www.reedsmith.com/en/perspectives/2023/09/sec

info@saltcommunications.com -enforcement-newsletter-q3-2023

saltcommunications.com

info@saltcommunications.com




Why Financial Institutions Choose ¥ Sailt
Salt Communications

Salt Finance

Salt Communications is the leading solution for secure, compliant communications across the financial sector. Built
specifically for regulated organisations, Salt combines cutting-edge security with complete administrative control—giving
financial institutions the tools they need to operate with confidence.

Purpose-Built for Compliance

Salt was designed from the ground up to help organisations in regulated industries meet
their legal and compliance obligations. With features like comprehensive audit trails,
centralised oversight, and tamper-proof communication records, Salt makes it

easy to stay aligned with financial regulations such as the

Gramm-Leach-Bliley Act (GLBA), MiFID Il and more.

Enterprise-Grade Protection
Against Cyber Threats

Salt delivers government-level encryption for all voice calls, messages,

and files, protecting against interception and cyber threats. In an industry

where a single breach can have catastrophic consequences, Salt provides
unmatched security—trusted by some of the world’s most sensitive organisations.

Secure Control of Communications

Unauthorised use of consumer apps for business communication poses serious risks.
Salt offers a closed, fully managed system, ensuring that all communications

remain on approved, monitored, and secure channels—keeping you

compliant and in control.

Built for Secure Mobility and Collaboration

In the age of remote and hybrid work, Salt enables financial teams to

stay securely connected, wherever they are. Through encrypted messaging,
voice calls, and secure file sharing, Salt empowers productive,

compliant collaboration—without sacrificing mobility.
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Reinforce Client Trust & Institutional Reputation

Security is a cornerstone of client confidence. By using Salt, your institution demonstrates
a visible, proactive commitment to protecting sensitive client information —
safeguarding not only your data, but your brand reputation as well.

Trusted Security Features for the Financial Sector

Salt offers a powerful suite of capabilities tailored for the unique needs of financial services:

End-to-end encrypted communications Administrator control
across mobile and desktop for full oversight of user activity

Federated access
to integrate with internal services

Secure media and file transfer

Complete auditability Private deployment options
for regulatory reporting for maximum data sovereignty

Ready to Take Control of
Your Communications?

Salt Communications is trusted by financial institutions, governments, and security-conscious organisations
worldwide.

Contact us today to see how Salt can help your institution communicate securely, remain compliant, and stay in
control.

info@saltcommunications.com

https://www.saltcommunications.com/

OO

For more information scan the QR code:
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