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Case Study: Lessons from the M&S Cyber Attack
 
The M&S cyberattack shows that when trusted communication fails, the financial and reputational costs of a breach multiply—making 
secure, resilient channels essential to crisis response.

2

Salt Enterprise 

saltcommunications.com
info@saltcommunications.com



saltcommunications.com
info@saltcommunications.com 3

Enterprise-Grade Platform Capabilities

The Safe Haven Network 

 Manage user access with precision - ensuring only authorised personnel can join conversations 
and share files.

Authenticated Access Control

A Safe Haven Network is an independent, compliant, and resilient communications system designed to operate even when 
your main IT environment is under attack or offline. It ensures:

With Salt’s Safe Haven capabilities, businesses can safeguard sensitive discussions, meet strict governance standards, and 
build long-term resilience.

 Automatically retain and archive data in tamper-proof formats to support governance, audits, 
and internal. 

Compliance-Ready Archiving

 Organise communications around departments, projects, or operational needs with full visibility 
and control.

Project-Based Channels

All messages, voice calls, video conferences, and documents are encrypted at rest 
and in transit.

End-to-End Encryption

Continuity of operations during cyber incidents or 
outages.

Compliance with global regulations, avoiding 
heavy fines like the $2.7B+ in SEC penalties issued 
so far for off-channel communications.

Resilience against global outages, such as when 
Microsoft or other major environments face 
downtime.

Confidential decision-making without tipping off 
attackers.
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Securing Communications in 
the Modern Enterprise

Today’s enterprises operate in a complex environment - one shaped by remote workforces, 
cross-border collaboration, and growing regulatory pressure. Unsecured communications can 
lead to data breaches, reputational harm, regulatory fines, and operational disruption.

Salt Communications offers an enterprise-first secure communications platform designed to 
protect sensitive discussions, enable seamless collaboration, and meet rigorous compliance 
standards. Trusted by critical infrastructure operators, multinational corporations, and government 
agencies, Salt gives enterprises the tools they need to communicate with confidence.
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Desktop Application

A feature-rich, secure interface designed for enterprise 

workflows - enabling teams to communicate, share files, and 

manage sensitive projects with full control and visibility.

Enterprise-grade secure messaging and calling on the move. 

Ideal for field teams, executives, and remote employees who 

need to stay connected without compromising security.

Mobile App (iOS/Android)

Full Secure 
Communication Suite 
 

A powerful control centre for IT and compliance 

teams. Manage user roles, enforce communication 

policies, monitor usage, and configure security 

settings across the organisation.

Generate tamper-proof archives and 

audit-ready logs to meet internal governance 

standards and external regulatory requirements 

with ease.

Administrator Portal
Central Admin Portal Compliance Reporting Tools
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Challenges Facing 
Enterprises Today
 Modern enterprises must balance speed and collaboration with strict 
control over data and communications. While consumer tools offer 
convenience, they often expose organisations to significant risk.

Salt Enterprise 

From GDPR to industry-specific regulations, enterprises face 
rising scrutiny over how communications are managed. 
Platforms must enforce access controls, data retention, and 
maintain audit-ready records - or risk fines and 
reputational damage.

Evolving Compliance Demands

Targeted attacks like phishing, ransomware, and data 
interception are increasingly sophisticated. Without 
enterprise-grade security, communications are vulnerable 
to exploitation.

Advanced Cyber Threats

Consumer tools lack audit trails, administrative visibility, and 
policy enforcement - putting compliance and accountability 
at risk.

Advanced Cyber ThreatsLack of Oversight

Remote and hybrid work have expanded the attack surface. 
Personal devices, unmanaged apps, and unsecured 
networks can lead to accidental leaks and loss of control 
over sensitive information.

Distributed Teams & Devices
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Why Consumer Messaging Apps Fail the Enterprise Test

Maintain detailed logs and archiving 
for internal governance, compliance 
reviews, or incident response.

Audit-Ready Oversight
Show customers, partners, and 
stakeholders that your organisation 
prioritises information security and 
responsible communication.

Enhanced Trust

Lack of admin control, no user governance, and no 
enterprise-grade backups.

No Central Oversight

Vulnerable to spyware, exploits, and unaudited third-party 
integrations.

Security Gaps

Missing critical features like broadcast alerts, secure 
archiving, or platform integration.

No Enterprise Workflow Support

Messages may be discoverable, metadata is exposed, and 
privilege or confidentiality may be compromised.

High Risk of Exposure

Popular messaging platforms like WhatsApp and Signal may offer basic encryption, but they were never built for enterprise 
use. Here's why they fall short:

Key Benefits for Enterprise Teams

Avoid leaks, intercepts, and 
unauthorised access with 
infrastructure-grade encryption and 
access controls.

Data Security & Control
Enable secure, real-time collaboration 
across departments and geographies 
without compromising speed or mobility.

Operational Efficiency
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Case Study: Lessons from

Why Secure, Resilient Communications Must Be 
a Core Pillar of Cybersecurity Strategy

Salt Enterprise 

When cyber incidents strike, the costs extend far beyond IT recovery. They ripple across legal, financial, operational, and 
reputational domains:

$20M–$200M+ depending on scale, sector, and preparedness.

Recently, two of the UK’s most recognisable retailers Marks & Spencer (M&S) and the 
Co-op were hit by significant cyberattacks. The operational fallout was immediate 
and severe, underscoring a truth that every enterprise must now face: cyber 
resilience preparedness is no longer optional.

While headlines often focus on IT systems being breached, what is less visible but 
equally damaging is the collapse of trusted communication channels during a crisis. 
When primary systems fail, executives and response teams scramble for alternatives 
- often falling back on insecure consumer apps that dramatically increase exposure 
and the likelihood of immediate or future fall-out.

Background 

The Financial Reality of a Breach

Cost Category

Total potential damage

Estimated Amount (USD) Details

Regulatory fines

Legal fees & settlements

Customer compensation

Reputation recovery

Lost business /downtime

Incident response & 
remediation

$2M–$20M+

$5M–$50M+

$1M–$30M+

$1M–$25M++

$10M–$100M+

$3M–$50M+

GDPR fines up to 4% of global turnover (BA fined £20M).

Class actions, privacy claims, contractual disputes.

Credit monitoring, refunds, goodwill payments.

PR campaigns and brand repair.

Direct lost revenue and churn.

Forensics, consultancy, rebuilds.

the M&S Cyber Attack



  Attackers can mimic email addresses or phone numbers, but they cannot easily 
penetrate an authenticated, encrypted safe haven network.
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These are not abstract numbers - they represent the real financial fragility created by a lack 
of resilient crisis infrastructure.

What makes these attacks even more alarming is that supermarkets and retailers often rely on the same outsourced IT 
providers, payment networks, and supply chain systems

This creates a shared attack surface across the entire sector. Once attackers breach one organisation in the supply chain, 
they can often exploit the same vulnerabilities to move laterally into others.

Technology may fail, but it is often people who open the 
door. In fact, 74% of breaches involve a human element. 
In the M&S and Co-op incidents, attackers reportedly 
used social engineering tactics - impersonating staff and 
manipulating IT service desks into resetting credentials.

Here’s where secure communications matter most:

For M&S specifically: £43M in weekly lost revenue as online orders were suspended.

£700M market valuation drop reported by MoneyWeek in May 2025.

Co-op also faced stock shortages and customer frustration due to IT system shutdowns.

An Industry-Wide Weakness

The Human Element: The Weakest Link

 Every retailer becomes vulnerable at once.

 Supply chains can be disrupted industry-wide, amplifying economic impact.

 Recovery becomes harder, as service providers themselves may be compromised.

If organisations had mandated a closed, secure comms platform like Salt, impersonation 
becomes dramatically harder, if not impossible.

In Effect:
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The Role of Secure Communications During a Breach

By cutting off this common entry point, Salt not only secures conversations but also reduces the likelihood of impersonation 
attacks.

By cutting off this common entry point, Salt not only secures conversations but also reduces 
the likelihood of impersonation attacks.

When cyberattacks strike, coordination is often the first casualty.

That is why having a secure, independent, always-available communications network is an essential part of a mature 
cybersecurity strategy.

This creates dangerous blind spots:

As information fails to reach the right 
people.

Slowed incident response
As attackers monitor or intercept fallback 
tools.

Escalated risks

Internally and externally when 
communications appear fractured.

Erosion of trust

Consumer messaging apps are unsafeEmail servers are frozen

Executives cannot confirm who to trust or how 
to communicate sensitive next steps

Hackers are watching you in your system
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Salt Communications: A Practical Safe Haven

Salt provides the Safe Haven Network enterprises need:

 Functions even if corporate IT or Microsoft 365 is offline.

End-to-End Encrypted Voice, Messaging, 
File Sharing

Confidentiality is preserved.

Independent, Resilient Infrastructure

Executives can keep key staff aligned in real time.

Tamper-proof, audit-ready records.

 Secure Broadcast Alerts

 Compliance-Ready Archiving

Only verified staff can join.

 Authenticated Access Control

Dealing with an attack:

During an 
Attack

After an Attack Before an 
Attack

Salt establishes 
pre-approved channels 
and governance for 
crisis comms.

Salt provides a secure, 
operational backbone 
for executives and 
response teams.

Salt’s resilience aids fast recovery and strengthens 
long-term trust, while the record of secured comms can 
prove that the organisation remained compliant 
throughout.
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Why Salt in a Disaster?

Key Takeaway

The M&S incident is not just a cybersecurity story - it’s a disaster recovery story. Whether cyberattacks, global outages, 
natural disasters, or regulatory shocks, enterprises need a safe haven for communications to keep operations coherent 
when everything else is falling apart.

The M&S and Co-op incidents highlight that the true cost of a breach is amplified when communication is impacted.  The 
attackers are relying on confusion and a loss of control in order to deepen the impact and/or increase their bargaining 
power.

And because so many supermarkets and retailers 
share the same digital backbone, attackers see the 
sector as a high-reward target. Protecting one 
company means little if attackers can cascade 
disruption across many.

Salt transforms communications from the weakest link 
into a pillar of resilience. It empowers organisations to 
maintain control before, during, and after disaster - 
protecting operations, compliance, and reputation 
when it matters most.

Salt ensures organisations can:

Plan for when, not if an attack occurs.

Plan for when

by showing regulators, partners, and 
customers that secure 
communication never faltered.

Recover faster

by maintaining 
coordination in real time.

Contain damage

Cyberattacks are not rare events. They are inevitable. 



Make Secure Communication a Business Standard

Take Control of Your Communications Today

Don’t Let Communication 
Be Your Weakest Link
A single unsecured conversation can lead to regulatory violations, 
financial loss, or brand damage. Consumer tools may be convenient - 
but not compliant, not controllable, and not built for enterprise resilience.

Salt Communications empowers enterprises to:

Don't wait for a breach before you take action. Your teams need secure, reliable, and 
compliant tools to communicate across the organisation and around the world.

Salt Enterprise 

Salt Communications is the enterprise platform built to:

Protect sensitive communications from 
end to end

Enforce strict governance and access 
controls

Meet audit and compliance standards 
with confidence

Enable secure collaboration - anywhere, on 
any device

Safeguard confidential operations and strategy Secure cross-border communications

Strengthen your compliance and audit posture Demonstrate leadership in data responsibility

Contact us:

Or scan the QR code 

 info@saltcommunications.com

www.saltcommunications.com

Or scan the QR code 
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