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What is DORA?

The Digital Operational Resilience Act (DORA) is a regulatory framework
ensuring financial institutions can withstand, respond to, and recover from
all types of digital disruptions. This includes safeguarding the integrity,
availability, and confidentiality of ICT systems.

DORA applies to all financial institutions and essential service providers operating in the EU market.

Who Must Comply with DORA? Pillars of DORA Compliance

All financial institutions operating in EU member states .

are required to adhere to DORA regulations. This Lol T e e IS

includes:

« Conduct regular risk assessments to identify potential
threats to your ICT infrastructure.

+ Implement robust cybersecurity protocols tailored to
your institution’s needs.

+ Develop and maintain comprehensive ICT risk

©

The Financial Services Industry

Payment Institutions

Investment Firms management frameworks, integrating these into your
overall operational risk management.
Insurance Companies

B . 2. Incident Reporting
Credit Rating Agencies

Crypto-Asset Service Providers - Establish clear protocols for detecting, reporting, and
responding to ICT-related incidents.
Crowdfunding Service Providers - Ensure timely communication with regulatory bodies,

clients, and stakeholders during incidents.

Data Analytics and Audit Services « Document all incidents meticulously for future audits

Fintech Companies and reviews.

Trading Venues 3. Digital Operational Resilience Testing
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Financial System Providers ) )
« Perform regular stress tests and simulations to

Credit Institutions evaluate the resilience of your ICT systems.
- Engage in scenario analysis to anticipate various
disruption scenarios and develop contingency plans.
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Additionally, third-party vendors providing information
and communication technology (ICT) services to
financial institutions must also comply with DORA.

+ Ensure that testing includes the entire ICT ecosystem,
including third-party service providers.



The Importance of Secure 4. Information Sharing

Communications in DORA
Compliance + Collaborate with other financial institutions and
relevant authorities to share information on threats
and best practices.
Data Protection « Participate in industry-wide forums or consortia
+ Ensure that all communication platforms used focused on enhancing digital operational resilience.

by your organisation are secure and encrypted. + Maintain secure channels for information exchange
+ Protect sensitive client information and financial to protect sensitive data.
data from unauthorised access during

transmission. 5. ICT Third-Party Risk Management

Regulatory Compliance YT . - g
+ Use communication tools that integrate with * Identify Crli':ICO F.Ir party se.r\'/l.ce provicers an
e . . . assess their resilience capabilities.
your existing IT infrastructure while meeting ) ) )
, 7 ; . + Ensure that contracts with third-party providers
DORA's stringent security requirements. . .
. S include clauses that enforce DORA compliance.
» Regularly review and update communication

protocols to comply with evolving regulations. « Monitor and audit third-party providers regularly to

ensure they meet the required standards.

Incident Response
- Establish secure communication channels for 6. Governance and Oversight
reporting and managing ICT-related incidents.
+ Ensure that these channels are resilient and can « Establish clear governance structures to oversee ICT
operate effectively even during major risk management and compliance.
disruptions.  Assign specific roles and responsibilities to ensure
accountability at all levels of the organisation.
Third-Party Communication « Provide regular training for staff on DORA
+ Maintain secure communication links with requirements and secure communication practices.
critical third-party providers to ensure
continuous operational resilience.
+ Audit these links regularly to confirm they
adhere to DORA compliance standards.

Steps to Implement DORA Compliance

D Conduct a Gap Analysis

+ Assess your current ICT and communication practices against DORA requirements.
« Identify areas that require enhancement or overhaul.

C] Develop a Compliance Roadmap

+ Create a detailed plan outlining the steps needed to achieve DORA compliance by the January 2025 deadline.
« Prioritise actions based on risk and impact.

C] Invest in Technology and Expertise
 Leverage secure communication platforms like Salt Cormmunications, which offer tailored solutions for financial

institutions.
« Consider external consultancy or partnerships to strengthen your compliance efforts.

D Continuous Monitoring and Improvement

+ Implement ongoing monitoring systems to ensure compliance is maintained over time.
» Regularly review and update your risk management and communication strategies to adapt to new threats and
regulatory changes.



C] Develop an Incident Response Plan

Article 17 of DORA mandates that financial entities must design, establish, and implement an incident management
process specifically for ICT-related incidents, which includes the detection, management, and notification of such
incidents.

+ Implement early warning indicators.

 Develop procedures for identifying, tracking, logging, and classifying ICT-related incidents.

« Assign clear roles and responsibilities for managing incidents.

« Create communication and notification plans for ICT-related incidents, ensuring all key stakeholders and senior
management are informed.

+ Report significant ICT-related incidents to relevant senior management and the governing body.

C] Implement a Secure Communication System

« Integrate a secure communication system to protect sensitive information and comply with DORA’s data protection
and compliance requirements.

+ Inline with Article 14 of DORA, establish a secure communication strategy specifically for ICT-related incidents.
Standard communication methods may be compromised during incidents, so it is essential to have a secure and
reliable alternative.

By following this checklist, financial institutions can ensure they meet the rigorous requirements of DORA, enhancing their
digital operational resilience while safeguarding critical communications and data.
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