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Cyber incidents rarely stay confined to IT. Even well prepared organisations see impacts cascade rapidly into lost revenue, 
regulatory exposure and erosion of customer trust. Major breaches routinely generate total costs in the tens or hundreds of 
millions, driven by fines, legal action, recovery efforts and business disruption. Recent UK retail attacks show how quickly this 
becomes real, with online shutdowns costing up to £40M per week and market valuations falling by hundreds of millions 
within days. For risk and security leaders, the issue is not awareness of the numbers, but whether the organisation is 
structurally ready to withstand them when an attack hits.

Recently, two of the UK’s most recognisable retailers Marks & Spencer (M&S) and the 
Co-op were hit by significant cyberattacks. The operational fallout was immediate 
and severe, underscoring a truth that every enterprise must now face: cyber 
resilience preparedness is no longer optional.

While headlines often focus on IT systems being breached, what is less visible but 
equally damaging is the collapse of trusted communication channels during a crisis. 
When primary systems fail, executives and response teams scramble for alternatives 
- often falling back on insecure consumer apps that dramatically increase exposure 
and the likelihood of immediate or future fall-out.

Background 

The Financial Reality of a Breach

Social engineering is the hidden force behind many modern 
cyberattacks, including the incidents affecting M&S and 
Co-op. Rather than breaking in through technology alone, 
attackers manipulate people by impersonating staff, 
suppliers, or executives, exploiting urgency and confusion to 
bypass controls. Tactics such as helpdesk manipulation, 
credential reset scams, MFA fatigue, and pretexting are 
especially effective during outages when normal systems 
are unavailable and verification processes break down. In 
these moments, teams often fall back on consumer 
messaging tools that attackers understand and can 
monitor, allowing deception to spread quickly. This is why 
communications systems sit on the front line of cyber risk, 
and why secure, authenticated communication is critical to 
preventing attackers from turning human trust into their 
most powerful weapon.

How Attackers Exploit Trust When Systems Fail

the M&S Cyber Attack
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The Role of Secure Communications During a Breach

When cyberattacks strike, coordination is often the first casualty.

That is why having a secure, independent, always-available communications network is an essential part of a mature 
cybersecurity strategy.

This creates dangerous blind spots:

As information fails to reach the right 
people.

Slowed incident response

As attackers monitor or intercept fallback 
tools.

Escalated risks

Internally and externally when 
communications appear fractured.

Erosion of trust

Consumer messaging apps are unsafeEmail servers are frozen

Executives cannot confirm who to trust or how 
to communicate sensitive next steps

Hackers are watching you in your system

For business leaders, the real concern is that retailers do not operate in isolation. Shared IT providers, payment platforms, 
and supply chains create a common attack surface across the sector. When one organisation is breached, attackers can 
exploit the same weaknesses elsewhere, triggering widespread disruption. This means leaders must assume that failures will 
cascade beyond a single company. True cyber resilience requires enterprise level capabilities that remain operational even 
when partners, providers, and industry systems are compromised.

An Industry-Wide Weakness
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Salt Communications: A Practical Safe Haven

Salt provides the Safe Haven Network enterprises need:

 Functions even if corporate IT or Microsoft 365 is offline.

End-to-End Encrypted Voice, Messaging, 
File Sharing

Confidentiality is preserved.

Independent, Resilient Infrastructure

Executives can keep key staff aligned in real time.

Tamper-proof, audit-ready records.

 Secure Broadcast Alerts

 Compliance-Ready Archiving

Only verified staff can join.

 Authenticated Access Control

Dealing with an attack:

During an 
Attack

After an Attack Before an 
Attack

Salt establishes 
pre-approved channels 
and governance for 
crisis comms.

Salt provides a secure, 
operational backbone 
for executives and 
response teams.

Salt’s resilience aids fast recovery and strengthens 
long-term trust, while the record of secured comms can 
prove that the organisation remained compliant 
throughout.
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Why Salt in a Disaster?

Key Takeaway

The M&S incident is not just a cybersecurity story - it’s a disaster recovery story. Whether cyberattacks, global outages, 
natural disasters, or regulatory shocks, enterprises need a safe haven for communications to keep operations coherent 
when everything else is falling apart.

For leaders, cyberattacks are no longer exceptional events but an expected reality. The M&S and Co-op incidents show that 
damage escalates rapidly when communication breaks down, creating confusion that attackers exploit to increase leverage 
and impact. In a sector built on shared digital infrastructure, protecting a single organisation is not enough if disruption can 
cascade across many. Secure, resilient communications give leaders the control, coordination, and assurance needed to 
protect operations, compliance, and reputation before, during, and after a crisis.

Salt ensures organisations can:

Plan for when, not if an attack occurs.

Plan for when

by showing regulators, partners, and 
customers that secure 
communication never faltered.

Recover faster

by maintaining 
coordination in real time.

Contain damage

What This Means for Leadership 
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For leaders, cyberattacks are no longer exceptional events but an expected reality. The M&S and Co-op incidents show that 
damage escalates rapidly when communication breaks down, creating confusion that attackers exploit to increase leverage 
and impact. In a sector built on shared digital infrastructure, protecting a single organisation is not enough if disruption can 
cascade across many. Secure, resilient communications give leaders the control, coordination, and assurance needed to 
protect operations, compliance, and reputation before, during, and after a crisis
.
Salt has earned a global reputation as a trusted partner in the defence and intelligence community.
For more information or to find out how Salt Communications can support your organisation, contact 
info@saltcommunications.com or visit Salt Communications. 
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