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Secure Communications

DANGEROUS TALK

Non-secure and nhon-compliant
internal communications in
financial institution management.

This paper explores the increasingly critical realm of
secure communication within the financial sector,
laying out both the challenges and necessities that
modern financial institutions face against the
backdrop of a digital-first world.

At its core, the paper seeks to illuminate the key objective: an imperative need for robust, secure
communication solutions that can safeguard sensitive discussions and information against the threat or

actuality of breaches, ensuring operational continuity and regulatory compliance.

The financial landscape is fraught with potential vulnerabilities, from cyber threats to regulatory penalties,
heightening the critical need for institutions to have in place a communication solution that is not only
resilient in the face of attacks but also adaptable to the evolving regulatory environment. This necessity is
underscored by recent high-profile breaches, regulatory changes, and the global push towards digital

transformation, all of which compound the risks associated with non-secure communication.

Within this context, the paper touches on an innovative ‘safe haven network’ solution designed to meet
the unique needs of the financial sector. This solution addresses the identified gaps in existing
communication platforms, offering end-to-end encrypted messaging, voice calls, and file transfers, all

within a framework that prioritises security, compliance, and operational efficiency.

While avoiding specifics or engaging in sales presentation, the paper sets the stage for discussions on
how such a solution can serve as a linchpin in the strategy of financial institutions to protect their data,

maintain their reputation, and comply with stringent regulatory standards.



1. Communications security in
financial institutions.

In the financial sector, secure communication at management level
is not just a matter of confidentiality; it's a cornerstone of good TTeeRRRE
governance and integrity, critical to the smooth operation of global
markets. Recent years have seen a surge in cyber threats, ranging
from sophisticated phishing scams to advanced persistent threats,
all aiming to exploit vulnerabilities within modern enterprise networks.
These challenges are not confined by geography but are global in
nature, reflecting the interconnectedness of the financial system.
Compounded by the shift towards remote work, the security of digital

communications has never been more paramount.

Regulatory bodies across different territories have responded by tightening the requirements for

communication security. For instance, the European Union’s GDPR and the United States’ SEC regulations
mandate strict data protection and privacy measures, including how financial institutions communicate
internally and with clients. These regulations require encryption, data handling, and user authentication
to prevent unauthorised access. This necessitates financial institutions adopting secure messaging
solutions that not only comply with these regulations but also provide a robust defence against the
evolving landscape of cyber threats. As financial institutions navigate this complex regulatory
environment, the importance of implementing a secure, compliant platform for internal communication
amongst management cannot be overstated. It is essential not only for safeguarding sensitive
information, but also for maintaining the trust of clients, and the integrity of the financial system at large,

should a security crisis arise.

2. The risk constituted by the use of consumer-grade
messaging apps for internal communications.

In crisis situations in particular, the use of consumer grade messaging applications, such as WhatsApp,
for internal discussion by management teams in financial institutions introduces unacceptable
vulnerabilities, and leaves sensitive communications exposed to potential interception and misuse. Such
platforms are simply not intended to provide the security required for intercommunication between the

members of a management team and other key stakeholders operating under such a threat.



In addition to the potential consequences of any such
security vulnerability in being able to deal with, or fend off,
an attack, the potential legal and financial implications
surrounding the misuse of consumer messaging platforms
in this way are significant, including as they do the
possibility of regulatory fines and legal actions, as well as
reputational damage.

JPMorgan, for example, was hit with $200 million in fines in December
2021 by the SEC and CFTC for letting employees use personal devices
to send texts, WhatsApp messages and emails about company
business. (Even the managers and senior personnel responsible for
compliance had used personal devices to communicate sensitive

business information.)

Since 2021, the SEC has hit dozens of firms, including big banks such as
JPMorgan Chase and Wells Fargo, with fines of $1.7 billion over such

compliance failures.

How an organisation reacts to a security breach, or the threat of such a breach, is critical. Being able to
speak to senior executives, advisors and cyber experts using a pre-prepared, robust and regulatory

compliant comms system is critical to effective incident response.

- the SEC said in a statement.




3. Non-secure communications: regulatory and
compliance landscape.

The regulatory landscape for financial communication has evolved significantly, with oversight bodies
such as the SEC, the European Union’s General Data Protection Regulation (GDPR), and the recently
introduced Digital Operational Resilience Act (DORA) setting stringent standards for the secure handling,
storage, and transmission of electronic communications within the financial sector. The SEC’s rules, for
example, require rigorous record-keeping of communications, while GDPR focuses on the protection of

personal data, demanding strict confidentiality and integrity in financial dealings involving EU citizens.

The introduction of DORA marks a pivotal shift, emphasising the operational resilience of financial entities
against ICT risks. It mandates the establishment of robust digital frameworks to manage ICT risk, report
incidents, conduct resilience testing, and oversee third-party ICT service providers, thus expanding the

scope of compliance to include not just data protection but also the resilience of digital operations.

Non-compliance with these regulatory standards can lead to severe legal and financial consequences,
including substantial fines, reputational damage, and in some cases, revocation of licenses. These
regulations collectively underscore the critical importance of implementing secure communication

solutions that ensure compliance, enhance operational security, and maintain customer trust.

The proliferation and increasing rigour of regulation accentuates the need for financial institutions to
adopt adaptable and secure communications solutions, capable of meeting current and future
regulatory demands, thereby safeguarding their legal standing and reinforcing their market reputation in

an increasingly competitive and regulated landscape.

4. Vulnerability of commonly used
internal comms platforms.

In the finance sector the use, at the management level, of common,
open consumer communications platforms like WhatsApp has seen
a surge, primarily due to their convenience and widespread adoption.
These platforms facilitate rapid, real-time communication, which can
be crucial during a crisis. However, against a nation state backed
aggressor leveraging sophisticated spyware tools, like NSO’'s Pegasus,
to target key personnel within a financial institution, their suitability
and effectiveness are significantly compromised. It is the very fact of
these apps being so open that enables them to be targeted easily,
allowing them to be exploited by zero-day vulnerabilities requiring
zero-touch from the victims. This leaves any financial institution
permitting use of these apps defenceless in the face of such
sophisticated attacks, and so in acute need of an alternative

method of managing its most sensitive communications.




Another key shortfall of such consumer-grade platforms is their inability to provide compliant
conversation record-keeping. Regulations in the financial sector, such as MiFID Il in Europe and the
Dodd-Frank Act in the United States, require detailed records of communications related to trading and
advice. WhatsApp and similar applications fall short in this regard, as they do not offer the necessary
audit trails or secure archiving needed for regulatory compliance, and also allow easy proliferation, to

absolutely any agent, of even the most sensitive information, without any organisational controls.

These shortcomings highlight the critical need for more resilient, purpose-built communication
platforms. Financial institutions require solutions that ensure the confidentiality, integrity, and availability
of communications, with robust record-keeping capabilities that comply with global regulatory

standards. This necessity underscores the move towards adopting secure, enterprise-grade

communication solutions designed to meet the unique demands of the financial sector.
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Salt Communications is a privately held Northern Ireland company

working in the area of secure communication for the financial sector,

and in particular in bridging the gaps identified with common

messaging platforms like WhatsApp. The Salt platform is engineered

with the express purpose of providing a secure safe haven

network - a dedicated, isolated network, under the control of the Risk ey

and Security team within the organisation — providing encrypted 2 "SIt o
messaging, voice calls, file transfers, and conference calls, all within

a framework that emphasises security and compliance with

regulatory standards.

Salt directly addresses the vulnerabilities of non-secure messaging platforms by offering end-to-end

encryption within a closed network, ensuring that only the intended recipients can access the
transmitted information. By being closed, and therefore available to only invited parties, Salt is made
extremely difficult to penetrate by anyone outside the organisation. This is critical for financial institutions,
especially in situations where management teams are dealing with sensitive information or responding

to potential security threats.




Compliance with regulatory standards is a cornerstone of the Salt solution. It caters to the rigorous
demands of GDPR, SEC, and DORA, among others, by providing comprehensive audit trails and secure
archiving of communications. This compliance is bolstered by Salt's commitment to operational
resilience as outlined by DORA, offering features like screenshot protection and message retention

control, which further align with the need for discretion and data protection in financial communications.

Moreover, Salt’s focus on secure file transfer and message broadcasting addresses the need for financial
institutions to share sensitive information securely within large groups, ensuring that all communication
is compliant and cannot be intercepted by unauthorised parties. This comprehensive suite of features
evidences Salt Communications’ focus on the specific needs of the financial sector, providing a resilient

platform that ensures operational security, regulatory compliance, and the utmost in data confidentiality.

Imagine a scenario in which a financial institution were to detect an unusual surge in network traffic,
suggesting a potential cyber-attack aimed at accessing sensitive client information. Using the Salt
platform, the institution’s crisis management team immediately initiates a Secure Critical Alert. With Salt’s
encrypted voice communication, they are able to coordinate a group call to discuss the response
without fear of eavesdropping, and are even able to discuss sensitive countermeasures in real-time with

the assurance of complete privacy.

In another instance, let us suppose that a bank were to receive a credible threat targeting its transaction
systems. The bank’s IT security team might use Salt’'s secure messaging feature to broadcast a Secure
Critical Alert to all relevant personnel, advising them of the threat and detailing emergency protocols.
This would ensure that all communications regarding the threat were out of view from the normal
systems, encrypted end-to-end, preventing potential attackers from gaining insights into the bank’s

response strategy.

Additionally, let us consider a situation in which a central bank has mandated all financial institutions
within its jurisdiction to adopt a secure communication platform such as Salt for inter-institution
communication, especially in the face of mass cyber threats. In this framework, should a threat be
detected at one bank, it could securely share intelligence with other banks through the inter-connected
Salt platform. This collective defence mechanism would then enhance the resilience of the entire
financial sector against coordinated cyber attacks, ensuring that all institutions could act swiftly and

cohesively to mitigate threats, safeguarding the financial infrastructure at a national level.

These examples illustrate the practicality and necessity of a solution such as the Salt model in providing
a secure and compliant communication environment. By ensuring operational security and regulatory
compliance, such a solution empowers financial institutions to manage crises effectively, protecting both

their interests and those of their clients against the ever-evolving landscape of cyber threats.



7. Conclusion.

Throughout this white paper, we have underscored the
paramount importance of secure communication within
the financial sector, highlighting the myriad risks posed by
non-secure messaging platforms, including data breaches,

regulatory non-compliance, and the subsequent legal and

financial consequences.

The evolving regulatory landscape, with stringent standards set by bodies such as the SEC, GDPR, and the
introduction of DORA, further amplifies the need for financial institutions to adopt communication

solutions that ensure operational security, operational resilience and regulatory compliance.

Salt Communications’ platform emerges as a robust solution designed to meet these specific needs,
providing end-to-end encrypted messaging, voice calls, and file transfers within a platform that not only
enhances the security posture of financial institutions but also aligns with global regulatory requirements.
Using examples, we have illustrated how Salt can be effectively utilised to manage and mitigate crises,

ensuring secure and compliant communication even under threat.

We encourage decision-makers within the financial sector to consider a more detailed evaluation of the
Salt solution. Salt offers a comprehensive suite of features tailored to the unique demands of governance
and management within the financial industry, and ensuring the ability of institutions to maintain the

confidentiality, integrity, and availability of their communications under any circumstance.

Rather than being considered as the potential adoption of a new technology, management is advised to
view this in terms of fostering of a culture of security and compliance that will safeguard the institution in

the face of ever-escalating cyber danger.

We invite you to explore how the Salt solution can be integrated
into your institution’s management communications framework,
providing the resilience and compliance needed to navigate the
complexities of today’s landscape. Engage with our team for a
more complete look into Salt's capabilities and how we can
assist in elevating your institution’s communication security in

light of today’s very real challenges.

saltcommunications.com

info@saltcommunications.com



